The Regents of the Univerdty of Cdifornia

COMMITTEE ON AUDIT
September 16, 1999

The Committee on Audit met on the above date at UCSF-Laurel Heights, San Francisco.

Members present: RegentsBagley, Moores, Nakashima, Parsky, Preuss, Sayles, Taylor, and Vining;

Advisory member Kohn

In attendance: Regents Atkinson, O. Johnson, S. Johnson, Khachigian, Kozberg, Leach, Lee,

Montoya, and Pannor, Regent-designate Miura, Faculty RepresentativesColeman
and Cowan, Secretary Trivette, Generd Counsd Holst, Assstant Treasurer
Young, Provost King, Senior Vice President Kennedy, Vice Presidents Broome,
Daling, Gurtner, and Hopper, Universty Auditor Reed, Chancellors Bishop,
Carnesdle, Cicerone, Dynes, Greenwood, Orbach, and VVanderhoef, Laboratory
Director Browne, and Recording Secretary Nietfeld

The meeting convened at 11:25 am. with Committee Chair Vining presding.

1.

UPDATE ON REVIEW OF SYSTEMWIDE CASHIERING CONTROLS

Vice Presdent Broome recalled that today’ s presentation was the result of a report made to the
Committee a the July meeting regarding discrepancies in cash at the San Francisco campus and
concerns raised by Regents that such circumstances might exist a other locations throughout the
system. The Regents requested that the administration perform areview of cashiering controls on
a systemwide basis and provide an update on the status of the review at the September meeting.
The review examined the cashiering operations at the campuses, medica centers, Department of
Energy Laboratories, and the Office of the President, excluding the San Francisco campus, which
is conducting its own extensve review. The University and laboratories have 35 depository bank
accounts and an average monthly deposit volume in excess $400 million. Ms. Broome explained
that, in conducting the review, the adminigtration compared University policies with industry best
practices to evauate controls. In many cases, the University’s practices and policies were more
extensive and more thorough than the best practices in industry.  The review process gpplied a
consgtent gpproach and processat each location. It identified 93 specific core cashiering controls
asrequired by University policy. Thereview used acontrol self-assessment methodol ogy, asssted
by Delaitte & Touche. Focus groups of staff who performed the actua cashiering were used at
each location. The results of these focus groups were validated by management and by interna
audit. The process was very conservative in order to identify al the areas in which corrective
action was required. Vice President Broome reported that to date 95 percent of the main
cashiering volume and 49 percent of the sub-cashiering volume have been reviewed. A planisin
place to complete the remaining control reviews by year end.
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In order to andyze the results of thereview, the control stlandardswere grouped into thefollowing
five categories, taking into cons deration the degree of risk: bank account reconciliation, separation
of duties, accountability for cash, physica security, and other secondary controls. Vice President
Broome presented the results to date.

Bank Account Reconciliation

The control standards for bank account reconciliation look at whether monthly statements are
reconciled accurately and timely and reviewed by management, and whether any differences are
investigated. Thisisthe key control area for the cashiering function. The review found that 82
percent of operationswerein full compliance with every aspect of the controls. In the 18 percent
of the operations that werenot in full compliance, elther corrective action has beentaken, or aplan
for corrective action will be required.

Separation of Cashier Duties

The controls standards cover the following: accounts opened by the Treasurer only, the cashier
performs no other duties, and the independent verification of bank depodts. In this category,
56 percent of the operations were in full compliance with every aspect of the controls.
Fifteen percent had amitigating control in place, while 24 percent needed corrective action. Infive
percent of the operations, policies were out of date due to technologica advances.

Accountability for Cash

In this category, which involves maintaining accountability throughout the cash process, surprise
cash counts, and employee background checks, 65 percent of the operations were in full
compliance. Seven percent had mitigating controls, and 27 percent required corrective action.
One percent will require a policy update.

Physical Security

The control standards for physical security are the following: cash deposited daily, armed
trangportation servicesprovided, darm systemsin place, and controlling safe combinations. Inthis
category, 73 percent of the operations are in full compliance. Six percent had mitigating controls,
and 18 percent required corrective action. Two percent will need a policy update.

Other Secondary Controls
In the category secondary controls, 74 percent were in complete compliance with control

standards. Five percent had mitigating controlsin place, and 16 percent required corrective action.
Six percent will require a policy update.
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Insummary, Vice President Broome reported that, with respect to al University cashiering policies,
72 percent arein full compliance and 6 percent have mitigating controlsin place. Four percent are
obsolete, while 18 percent require corrective action.

The next steps are to complete the cashiering controls review and complete the implementation of
control improvements.

At the conclusion of her presentation, Vice Presdent Broome introduced Mr. Dan Sampson,
Director of Controls for the Office of the President.

In response to a question from Regent Leach with regard to the role of the campus contrallersin
the implementation of the control policies, Vice Presdent Broome explained that the controllers
led the review and vaidated theresults. They will follow through in putting corrective actionsinto
place.

Regent Leach noted that while overal the report was a poditive one, there are till 18 percent of
the operationsthat require corrective actions. High-level University administrators are usudly not
trained in businessand do not have controlsastheir highest priority. He encouraged the chancdllors
and laboratory directorsto seethat their controllers are provided with adequate resourcesand are
encouraged to see that the proper controls and policies are followed.

In response to a question from Regent Lee regarding why dl locations do not follow Universty
policy, Vice President Broome noted that the University has volumes of palicies pertaining to
finandal management. Constant education is required to make staff aware of these policies.
When resources are cut, controlstend to lapse. It isthe role of internd audit to ensure thet the
Univergty’s policies are being followed.

Regent-designate Kohn asked whether the review had uncovered any particular pattern with
respect to theareasrequiring correctiveaction. Director Sampson reported that thereview caused
people to be aware of new issues with respect to controls; for example, a department’ slack of a
safe. The review did not identify any sgnificant patterns which require attention. Vice Presdent
Broome added that one significant factor isthelack of adequate resources. Regent Vining pointed
out that algpse in control usudly results elther from staffing levels or the lack of a separation of
duties. Vice Presdent Broome agreed that small departments do not have the staffing required to
separate some functions; new ways of doing business will need to be identified.

Vice Presdent Broome addressed the question raised by Regent Taylor at the July meeting
concerning records retention and the unauthorized destruction of records. Shereported that prior
to the discovery of problems at the San Francisco campus, a systemwide committee had been
appointed to study records retention issues.  The committee will address the issue of how to
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monitor compliance with policy. The cashiering review did not identify any abuse of the records
retention policy.
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2. STATUSREPORT ON FINANCIAL CONTROLSINITIATIVE

Vice Presdent Broome recdled that the financid controls initiative is a program designed to
strengthen accountability, responshility, and control a each campus and at the Office of the
Presdent. The program has two components. implement a structure to improve the control
environment, and employ modelsto assess, monitor, and improve controls. The main component
of the Sructureisthe creation and implementation of the controller function. The controller reports
directly to the Vice Chancdlor for Busness and Adminigtration and has a dotted-line reporting
relaionship to the Vice Presdent--Financid Management. The responsihility of the contraller is
to develop and implement a campuswide system of internal control. The controller isto establish,
evauate, and support the control environment while providing financid leadership focusfor campus
operations.

Management has developed a control salf-assessment program to assess, monitor, and improve
the control environment. In order to put the program into place, it was necessary to adopt a
conceptua framework in order to have a consstent approach throughout the syssem. The
programlooks at strategies and operating objectivesin order to understand risk and then initiates
a series of processesto control risk at an acceptable level of exposure.

Vice President Broome reported that the campuses are at various stages of implementing the
contrals initigtive. While all of the campuses have adopted the mode, the Davis, Irvine, Los
Angeles, San Diego, Santa Barbara, and Santa Cruz campuses and the Office of the President
have begun to implement the model.  The campuses have tallored the program to specific
operations to meet their needs. There is broad participation by campus management in the
program. The San Francisco campus has recently appointed a controller. The Divison of
Agricultureand Natural Resources has recently undergone areorganization of the Division and has
created the postion of controller, for which a nationwide recruitment is under way. At the
Berkeley and Riversde campuses, while the controller function is in place, these two campuses
have focused on the implementation of new financid systems.  These new systems are designed
to strengthen the controls for processing financid transactions.

Systemwide initiatives have focused on training, monitoring, and communication.  The Office of
the President has developed a Business Officer Indtitute to train the 2,000 business officers
throughout the system and to communicate the University’ s expectationsfor the sewardship of its
resources. The core curriculum of the Ingtitute includes such topics as financid management and
budget, the Univergity’s control environment, and the administration of sponsored research. In
addition, the campuses are being encouraged to develop their own programs tailored to specific
campus operations. With respect to monitoring, a firm has been hired to review the Universty’s
disbursements to identify potentia opportunities for vendor overpayments. Such overpayments
usudly result from departments not receiving the most favorable terms and conditions from the
vendor.
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With respect to communication, a collaborative document was developed by internd audit and
financid management to clarify sysemwide respongbhilities for interna control. The document
stresses that management is responsible for the design and the quadity of the controls, while there
is an audit respongbility to vaidate the accuracy and the completeness of the controls.

Committee Chair Vining pointed out that the role of the controller during the ingtdlation of new
financd systems should be to facilitate that effort. He did not want the report to leave the
impression that the Berkeley and Riverside campuses were behind schedule.

3. UPDATE ON INVESTIGATION OF FINANCIAL DISCREPANCIES, SAN
FRANCISCO CAMPUS

Universty Auditor Reed reported that, with regard to theinternd investigation, thereare essentialy
no new developments.  Continuing effortsto review University records and reconcile other related
accounts has provided no new evidence of additiond fraud loss. The University’s investigation
efforts have continued to focus only on University records. No access has been gained to any
personal or businessrecords that would confirm the estimated |oss or |ead to the recovery of any
of themissing cash. There is no new information from other sources regarding the possible use
of the missing funds. In addition, the business operated by the former cashier'sfamily has ceased
operations, disposed of itsinventory and retail store assets, and filed for bankruptcy protection.
Asaresult of these facts, there continue to be no known prospects for recovery from identifiable
assats which may have been acquired with UCSF funds.

The investigation task force has been scaed back to UCSF employeesonly. They are principaly
working on the preparation of the voluminous recordsto be presented to UC’ sbonding company.
Interna auditorsare working with the Office of Risk Management at the Office of the Presdent and
the Office of the Generd Counsdl in preparation of theclam. Thefirst meeting with representatives
of theinsurer is scheduled for next week.

Vice Chancdllor Barclay reported that over the past two months the campus has expended
consderable time and effort in addressing and eiminating the control weeknesses in the centrd
cashier’s office that led to the embezzlement. Immediatdy following the July meeting, ahigh-leve
campus work group was appointed to manage the efforts to shore up the cashiering operation at
UCSF. Thework group created aplan of actionto correct each of theinterna control deficiencies
identified during the investigation. In developing the plan, the work group worked closaly with the
Univerdaty Auditor to assure that it addressed theinternal control deficienciesthat were brought to
light by means of the investigation. The campus dso retained a consultant who is an expert in
cashiering operations, procedures, controls, and risk management. Phase | of the plan was a
thorough review of the centrd cashier’s office. The consultant’s recommendations have been
implemented to bring the office up to sandard. Theserecommendationsincludedud custodianship
of dl depogits, daly reconciliation of cashiering tapes to bank deposit records, timely bank
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datement and generd ledger reconciliations, adequate separation of duties of accounting and
cashiering staff, improved physica security, controlsover record destruction, and training inthe use
of proper operating procedures. These steps should prevent another cash embezzlement from
taking place in the centrd cashier’ s office. Mr. Barclay reported that he had aso augmented the
budget of the campus’ interna audit department to compensate for the hours lost due to the
investigation in order to alow it to stay current with its audit plan.

This week the campus began the implementation of Phase |1 of the plan, the essence of which is
a comprehensive review of the entire cash management system, including the campus' fifty sub-
cashiering dtations.  This review will determine whether a different gpproach to the centrd
cashiering office and itsmultiple cashiering stationswoul d further improve controlsand lower codts.
Phase 111 of the project will begin in late October and will be led by the campus new controller.
Initidly this phase will focus on disbursements, specificaly on vendor payments, wiretransfers, and
payroll. Thisphasewill dso review the baance of the campus financid control environment, and
it will be accomplished using the control assessment tools devel oped by the Office of the President.

In response to a question from Regent Leach, Universty Auditor Reed recdled that the
embezzlement had been uncovered as the result of a management letter comment from the
Univergty’ sexternd auditors, Deloitte & Touche. Investigations by the internd audit department
resulted in the retention of a consultant to investigate the matter further. By May 1999 it was
determined that an embezzlement had occurred.  Regent Leach noted tha this Stuation
demondtrates the important role played by the audit function. The controllers and the business
officers have the responshbility of seeing that the University’s policies are in place and are being
followed, while the auditors have the responsibility to ensure that the controls are effective.

4. AUTHORIZATION TO SEEK PROPOSALS FOR EXTERNAL AUDIT SERVICES

The President recommended that he be authorized to seek proposals from national independent
acoounting firms for conducting the annua examination of thefinancia statementsof the University
of Cdiforniafor athree-year period beginning with the fisca year ending June 30, 2000.

Vice Presdent Broome recalled that the firm of Deloitte & Touche LLP was initidly engaged as
The Regents independent accounting firm for the year ended June 30, 1996. Deloitte & Touche
is completing its fourth year as the independent accounting firm of The Regents and is under
contract to provide audit services for the year ending June 30, 1999. Prior to engaging Deloitte
& Touche LLP, the indegpendent accounting firm of KPMG Peat Marwick LLP was engaged by
The Regents for twelve years.
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While ongoing retention of an independent accounting firmis beneficid for continuity reasons, itis
a0 beneficid and prudent to provide for a competitive salection process to compare costs and
asess the quality and scope of services available.

The Committee wasinformed that, during thefour yearsthat Deloitte & Touche has served as The
Regents independent accounting firm, fees for the annud audit examination, including expenses,
have been asfollows:

June 30, 1996 $1,136,000
June 30, 1997 $1,215,000
June 30, 1998 $1,180,000 (excluding UCSF medicd center)
June 30, 1999 $1,400,000

Deoitte & Touche has proposed a considerable fee increase for the June 30, 2000 annua audit
examinaion.

Because it has been four years since a competitive selection process has been carried out, the
adminigration believes it is an gppropriate time to initiate such a process for the selection of an
independent accounting firmfor the three-year period beginning with the audit examination for the
fisca year ending June 30, 2000. Deloitte & Touchewill beinvited to submit aproposd to retain
the Universty asaclient.

Committee Chair Vining stressed that the recommendation pertains to the issue of cog, not tothe
performance of Deloitte & Touche.

Regent Taylor noted the consderable effort and resourcesthat Deloitte & Touche had devoted to
the University’ s audit and asked whether sdection would depend entirely upon cost.

Regent Vining responded that the proposals would not be evauated strictly according to cost.
Deloitte & Touche hasrequested afeeincrease of 64 percent. Inthe past, the firm has spent more
than the dlocated 24,000 hours on the University’ s audit.

Vice President Broome reported that an eva uation committee would be established to review the
proposals. The qudity of service is an important factor, especidly in light of the fact that the
Universgty isnot required to accept the lowest bid. She added that the University had also paid
$10 million to Ddloitte & Touche for consulting services over the past year. In responseto a
guestion from Regent Bagley, Ms. Broome noted that University policy does not require it to
competitively bid for aconsultant’ s servicesif that consultant is dready retained by the University.
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Regent Leach stressed that Deloitte & Touche had performed well for the Universty, in contrast
to the prior auditors, whose fees were consderably higher.

Upon motion duly made and seconded, the Committee gpproved the President’ srecommendation
and voted to present it to the Board.

The Committee went into Closed Session a 12:25 p.m.
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The meeting adjourned at 12:45 p.m.

Attest:

Secretary



